Information Security Incident Management Policy
Overview
The aim of this policy is to ensure that <NAME OF THE ORGANISATION>’s information systems and data are protected from any actual or suspected security incidents. The definition of an incident is an adverse event that has caused or has the potential to cause damage to an organisations assets, reputation and/or personnel. Incident management in IT is concerned with intrusion, compromise and misuse of information and information resources and the continuity of critical information systems and processes. This policy applies to all <NAME OF THE ORGANISATION> employees.
Reported events and weaknesses need to be assessed by an Information Security Advisor. The advisor enables the Information Officer to identify when a series of events or weaknesses have escalated to become an incident. It is vital for the Information Services Advisor to gain as much information as possible from the users to identify if an incident is occurring.

Scope of the Protocol
All <NAME OF THE ORGANISATION> employees, contractors and users with access to <NAME OF THE ORGANISATION>’s equipment and information (in any format, including electronic and paper records) are responsible for ensuring the safety and security of the <NAME OF THE ORGANISATION>’s systems and the information that they use or manipulate.

This policy applies to all users of <NAME OF THE ORGANISATION>’s facilities and equipment, including staff and any third party suppliers and contractors. All users have a role to play and a contribution to make to the safe and secure use of technology and the information that it holds.

Reporting Information Security Events and Weaknesses
Security events, for example a virus infection, could quickly spread and cause data loss across the organisation. All users must be able to identify that any unexpected or unusual behaviour on the workstation could potentially be a software malfunction.
If an event is detected users must:
· Note the symptoms and any error messages on screen

· Disconnect the workstation from the network, if an infection is suspected (with assistance from        IT Support Staff)

· Not use any removable media (for example USB memory sticks) that may also have been        infected.
All security events should be reported immediately to the Information Officer. If the Information Security event is in relation to paper or hard copy of information, for example personal information files are stolen from a filing cabinet; this must be reported to Senior Management for the impact to be assessed. Security weaknesses, for example a software malfunction must be reported through the same process as security events. Users must not attempt to prove a security weakness, as such an action may be considered to be misuse. 

Reporting Information Security Events for Staff
Information security events and weaknesses must be reported to a nominated central point of contact, as quickly as possible, and the incident response and escalation procedure must be followed.

 Security events can include:
· Uncontrolled system changes

· Access violations

· Breaches of physical security

· Non compliance with policies

· Systems being hacked or manipulated

Security weaknesses can include:
· Inadequate firewall or antivirus protection

· System malfunctions or overloads

· Malfunctions of software applications

· Human errors

The reporting procedure must be quick and have redundancy built in. All events must be reported to a nominated person within management, who is required to take appropriate action. The reporting procedure must set out the steps that are to be taken and the time frames that must be met. An escalation procedure must be incorporated into the response process, so that users are aware who else to report the event to, if there is not an appropriate response within a defined period. 
Management of Information Security Incidents and Improvements
A consistent approach to dealing with all security events must be maintained. The events must be analysed and the security advisor must be consulted to establish when security events become escalated to an incident. The incident response procedure must be a seamless continuation of the event reporting process and must include contingency plans to advise <NAME OF THE ORGANISATION> on continuing operation during the incident.
Collection of Evidence
If an incident requires information to be collected for an investigation, strict rules must be adhered to. The collection of evidence for a potential investigation must be approached with care. Senior management must be contacted immediately for guidance and strict processes must be followed for the collection of forensic evidence.
Responsibilities and Procedures
Management responsibilities and appropriate procedures must be established to ensure an effective response against security events. The Information Security Advisor must decide when events are classified as an incident and the most appropriate response.

An incident management process must be created and include details of:
· Identification of the incident, analysis to ascertain its cause and the vulnerabilities it exploited

· Limiting or restricting further impact of the incident

· Tactics for containing the incident

· Corrective action to repair and prevent reoccurrence

· Communication across <NAME OF THE ORGANISATION> to those affected

The process must also include a section referring to the collection of any evidence that might be required for analysis as forensic evidence. The specialist procedure for preserving evidence must be carefully followed. The actions required to recover from the security incident must be under formal control. Only identified and authorised staff should have access to the affected systems during the incident and all of the remedial actions should be documented in as much detail as possible.

Learning from Information Security Incidents
To learn from incidents and improve the response process incidents must be recorded and a Post Incident Review conducted. The following details must be retained:
· Types of incidents

· Volumes of incidents and malfunctions

· Costs incurred during the incidents

The information must be collated and reviewed on a regular basis by the Information Officer and any patterns or trends identified. Any changes to the process made as a result of the Post Incident review must be formally noted.
Policy Compliance
If you are found to have breached this policy, you may be subject to <NAME OF THE ORGANISATION>’s disciplinary procedure.
Page 1 of 3

